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(hot-plug or integrated port) for DNP3 communication Ethernet

shall support DNP3 without any third-party software.
Module shall fully support following features for device to server
connectins:
TLS DNP3 b 1 k loadi
over DNPS3 {can b magual key uploading) GPRS/LTE module
VPN
IPSec
White list
Note: For security reasons, it is not allowed to use the Wi-Fi module.

Modbus-RTU protocol shall be use for: 1-reading and control unit (soft start

or VFD or VSD) or 2- transmit all data (such as measured, analyzed and Modbus features

logged) to upstream RTU or PLC and 13—read and control Input/Output
terminals

DNP3 shall be support this minimum features for all parameters.
1- Protocol Compliance & Core Features
DNP3 Standard: IEEE 1815-2020 (DNP3-L5)
Supported Device Class: Class 3 (Full event reporting)
Subset Level Compliance: Subset 5 (Full security + unsoﬁcited messaging)
Communication Modes:
Unbalanced (Polled + Unsolicited Responses)
Balanced (Peer-to-Peer)
Note: Unsolicited massage must be supported all alarms

2- Time Synchronization & Timestamp Support
Precise Event Timestamping (IEEE 1588 PTP or IRIG-B support)
DNP3 Time Synchronization (Function Code 24)
Time Quality Flags (Sync status, leap seconds, accuracy)
Supports UTg & Local Time Formats
3- Security & Encryption
Secure Authentication (DNP3-SA)
AES-256 encryption for message integrity
Challenge-response authentication
Transport Layer Security (TLS 1.2/1.3) for TCP/IP
Role-Based Access Control (RBAC)
Secure Firmware Updates (Signed binaries)
4- Event Reporting & Data Handling DNP3 Features
Full Unsolicited Reporting (Class 3 Events)
Spontaneous alerts for critical changes (breaker trips, alarms)
Buffered event storage (configurable retention)
Supports All DNP3 Data Types:
Binary Input/Output
Analog Input/Output
Counter (Frozen & Unfrozen)
File Transfer (Configuration logs, reports)
Deadband Filtering (Reduces unnecessary analog value updates)
5- Performance & Reliability
High-Speed Processing:
<10ms event detection & reporting
Supports LAN (Ethernet) & Serial (RS-232/485)
Redundancy Support:
Hot standby (dual comms ﬁorts)
Failover to backup lin
Data Logging & Storage:
Circular buffer for event histor?f
Non-volatile memory for critical logs
6- Configuration & Diagnostics
Web-Based & CLI Configuration
DNP3 Test Mode (Simulated Data for Debugging)

).a.o)gb c5°|)'" ‘5«3 Olasiino -Y-1 V-0
Dged oolaiwl 55 Jd Olaseino b e ygb 5l ole o lfiun! o 8 5l (5 medls ol 0429 & yguo 4o
Measurement

Voltage: Phase, Line, Average
Current: Phase, Average

PF (Power Factor): Phase, Average
P (Active Power): Phase, Total

Q (Reactive Power): Phase, Total
S (Apparent Power): Phase, Total
Frequency: Average

Quality Measurement

e THD (Total Harmonic Distortion): Phase, Voltage, Current
e Harmonic — odd, eve: Phase, Voltage, Current
e Unbalance: Voltage, Current
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Demand

Fixed Window, Sliding

Maximum Demand

Time Tag

Reset: Over HMI, Modbus, Scheduled: Daily, Weekly, Monthly, Yearly
Parameter: Total Active Power, Total Reactive Power

Event Recorder

e  Generate Event Profile

e  Reset Manual: HMI, Modbus

e Time Tag

e  Parameter: Power On, Power Off, Alarm Activation/Deactivation
Alarms

e  Pickup/Dropout Value
o Pickup/Dropout Delay, Res:0.1sec
Active Selectable Output (0 —7)
Time Tag
Reset Over HMI, Modbus
Parameter: Over Voltage, Under Voltage, Over Current, Under Current, Over Active Power,
Under Active Power, Over Reactive Power, Over Voltage Unbalance, Over Current Unbalance,
Voltage Sequence

O O O O

Accuracy (Maximum)

o Voltage: 0.5%
o Current: 0.5%

o Power Factor: 0.5%

o Active Power: 1%

o Reactive Power: 2%

o Harmonic: 4

o Frequency: 0.02Hz
Connection

o  CT: Primary 5 — 2500A ,Secondary 5A
o Supported Network: 4-Wire

Input Rating

o Voltage (Phase to Neutral): 40 — 300VAC
o Current: 20mA ~6 A

HMI

o Mono color Graphic Dot Matrix or LCD
Function

o Over keypad
Communication Port:

RS485, 3 Terminal Modbus RTU
Baud Rate: 1200 — 19200 b/s
Endianness: Big, Little

o Format: Int, Float

o O O

Input/Output

o DO: 1x relay 2A/250VAC
o DI (Optional): Optical isolated 24V
o Al (Optional): Galvanic Isolated

Expansion

1Y | Ope.nww.ir
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o Support expansion over dedicated ports or over modbus
Operating Temperature:

o -20~+70°C
IP Degree Of Operation:

o IP 54 front panel
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